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1 Introduction 
This document describes how to set up Microsoft Teams using ROPC workflows.  

For the connection to work, the following requirements must be met: 

 The ScriptRunner server is running in a current version*1  
 Microsoft Teams PowerShell module >= version 4.5.0 is installed 
 Microsoft Graph PowerShell module >= version 1.10.0 is installed 

The two modules required for Microsoft Teams and Microsoft Graph are installed in chapter 3 

An account with global administrator privileges is required to set up and configure the 
service principal in Microsoft Azure.  

The account used for the service principal is only required to be a member of the Azure 
tenant and must not be granted any other rights.  

This document describes the individual steps: 

 Preparation: Install PowerShell modules 
 Create certificate for Microsoft Teams use case 
 Set up service principal 
 Upload certificate 
 Test connection in ScriptRunner using Microsoft Graph 
 Customize API permissions and ownerships 
 Test connection with Microsoft Teams 
 Possible errors and further resources 

Note 
The procedure described here was successfully implemented as part of a proof of concept on 
August 3rd, 2022, and reflects the current status. The document will be updated periodically 
to account for future changes. 
Please read and work through the document completely. If steps are omitted, this may result 
in the connection setup not working. 
For feedback and questions, please contact support@scriptrunner.com. 

  

 
1 , tested on 2022-08-11 - current version PortalEdition R4, Build 1603 
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2 Overview of the ROPC workflow 
This chapter contains a system drawing of the ROPC workflow.2 

 
Figure 1: System drawing of the ROPC workflow 

You will need the following data for setup: 

 Azure username and password (default membership). 
 Tenant ID or primary domain 
 Application ID of the service principal 
 Certificate thumbprint 

To log in via the ROPC workflow, you need a username and password in addition to the 
certificate, tenant ID, and application ID. 

For the setup in Azure AD, an Azure AD Premium P1 or P2 license is required. Users should 
have at least a Microsoft 365 E3 license associated. Microsoft Teams must be set up, 
otherwise API permissions cannot be granted. 

  

 
2 , verified 2022-08-11 - drawing taken from: https://docs.microsoft.com/de-de/azure/active-
directory/develop/v2-oauth-ropc 
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3 Installing PowerShell modules 
Before starting the setup, verify that the relevant modules for Microsoft Teams and Microsoft 
Graph are already installed. To do so, run the following PowerShell command: 

Get-Module -ListAvailable 

You will get an overview of the installed modules as an output. This list should include both 
Microsoft Graph and Microsoft Teams. 

 
Figure 2: Overview of the installed PowerShell modules 

Should any of the mentioned PowerShell modules be missing, install them with the following 
commands: 

Install-Module -Name MicrosoftTeams -Scope AllUsers  
Install-Module -Name Microsoft.Graph -Scope AllUsers 
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4 Configuring the certificate 
This chapter describes how to create and export the certificate. 

4.1 Creating the certificate 

Create a self-signed certificate using the following PowerShell command: 

New-SelfSignedCertificate -DnsName <FQDN> -FriendlyName 
MS_TEAMS_ROPC -KeyExportPolicy Exportable -KeySpec Signature 

 

After the certificate has been created, the console displays the certificate thumbprint. Make a 
copy of the certificate thumbprint for later use. 

 
Figure 3: Output of the PowerShell console after certificate creation 

Note 
Be sure to create the certificate with the -KeySpec Signature parameter, otherwise the 
certificate cannot be used to establish the connection. 
 
By default, the certificate is created in the Cert:\LocalMachine\My store. 
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4.2 Exporting the certificate 

Export the certificate you just created using the Certificate Manager in the Microsoft 
Management Console (MMC).  

Exporting the public key is sufficient since the private key cannot be imported into Azure.  

Right-click the certificate and click All Tasks > Export… 

 
Figure 4: Local computer certificates in LocalComputer\My. 

In the wizard, enable the No, do not export the private key option. 

 
Figure 5: Certificate export wizard - public key only  
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Export the certificate in X.509 (.CER) format.

 
Figure 6: Certificate export wizard - X.509 (.CER) format 
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5 Configuring the service principal 
This chapter describes the setup and configuration of the service principal. 

5.1 Creating the service principal 

Setup the service principal in Azure Active Directory. Log in to portal.azure.com and click 
Azure Active Directory. 

 
Figure 7: Azure Portal login page  

In the left navigation bar on the overview page, click App registrations.

 
Figure 8: App registration in the Azure Portal 

This page gives you an overview of all applications, owned applications and deleted 
applications. 

Click + New registration to create a new service principal. 
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Figure 9: Overview of enterprise applications in Azure AD 

Assign a name. For the other settings, the default can remain selected. 

 
Figure 10: Registering a new service principal 

Switch back to the overview and display the application ID and the tenant ID. You will need 
both to set up the connection. 
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Figure 11: Overview of the new service principal 
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5.2 Uploading the certificate 

To upload your certificate in the Azure Portal, click Certificates & Secrets in the left 
navigation bar. 

 
Figure 12: Subpage in MS_TEAMS_ROPC  

In the Certificates section, click Upload certificate. 

 
Figure 13: Security settings - certificate overview 

 An area for uploading the certificate opens on the right side. 

 
Figure 14: Certificate upload in the Azure Portal  

Once the certificate has been uploaded, the setup of the service principal for configuration 
with Microsoft Graph is complete. 

When you have made all configurations, perform a connection test in ScriptRunner via 
Microsoft Graph. Test whether it is possible to establish a connection (see chapter 6). 
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6 Testing the connection in ScriptRunner 
Next, set up the target system in ScriptRunner. Open the ScriptRunner Portal and go to 
Configuration > Targets. Click Create > Microsoft 365 and assign a display name to the 
target. In the Microsoft services section, add the Microsoft Graph service. 

 
Figure 15: New Microsoft Graph target 

Enter the Tenant ID, the Application ID, and the Certificate thumbprint in the service 
settings. The Credential field must be left blank! 

 
Figure 16: Input form of the Microsoft Graph target 
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Save your settings. Click Run test to perform a connection test.

 
Figure 17: Connection test output 

Once the connection has been successfully established, API permissions and ownership can 
be set up. 
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7 Customizing API permissions and ownership 
This chapter describes the final steps required to perform a login in the ROPC workflow. 

7.1 Adjusting API permissions 

Open the settings of the registered service principal in the Azure Portal. In the left navigation 
bar, click API Permissions. 

By default, only the User.Read permission is provided here: 

 

Figure 18: Default permissions for Microsoft Graph 

Click +Add a permission to add the following permissions as Delegated type: 

 Microsoft Graph 
o App.Catalog.ReadWrite.All 
o Group.ReadWrite.All 
o User.Read 
o User.Read.All 

 Skype and Teams Tenant Admin AP 
o user_impersonation 

Once all permissions are set correctly, click Grant admin consent for <name>. 
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Figure 19: API permission with admin consent 

7.2 Creating member users in Azure 

You still need a separate owner. Do not use the global administrator account, but instead a 
member account. 

It is entirely sufficient to set up a standard user without any additional rights. 

7.3 Adding member user as owner 

This user must be added as an owner. In the left navigation bar, click Owners. 

 
Figure 20: Adding the member user as an owner 

 

 



Setting up MS Teams in ScriptRunner 
Using the ROPC Workflow 

ScriptRunner Software GmbH | Ludwig-Erhard-Straße 2 | 76275 Ettlingen 
  Page 18 / 23 

8 Completing the ScriptRunner configuration 
Store the credential of the user account in ScriptRunner and complete the configuration. 

8.1 Creating a credential 

Open the ScriptRunner Portal. In the Credentials section, enter the credential of the Azure 
account (member account). 

8.2 Configuring the Microsoft Teams target  

Create a Microsoft Teams target in the same way as explained in chapter 6 and copy the data 
from the Microsoft Graph target. 

In the Credential field, select the credential you just created. 

 
Figure 21: Microsoft Teams target in ScriptRunner 
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Save your settings. Click Run test to perform a connection test.

 
Figure 22: Connection test output 
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9 Checklist 
Checking requirements 

 The ScriptRunner server is running in a current version* (at least Portal Edition R4 Build 
1603) 

 Microsoft Teams PowerShell module >= version 4.5.0 is installed 
 Microsoft Graph PowerShell module >= version 1.10.0 is installed 

Embedding/creating a certificate 

 If available: Embed in Microsoft Azure 
 If not yet available: Create a self-signed certificate with -KeySpec Signature 
 Export the public key only 

Creating a service principal in Azure 

 Create a service principal in Azure 
 Save application ID, tenant ID and certificate thumbprint 
 Upload certificate 

Creating a Microsoft Graph target system 

 Create a Microsoft Graph target system in ScriptRunner using the data from the 
service principal 

 Credential field must remain empty 
 Run connection test 

Customizing API permissions 

 See chapter 7.1 

Creating restricted Azure account (tenant member) 

 See chapter Fehler! Verweisquelle konnte nicht gefunden werden. 

Adding service principal as owner 

 See chapter Fehler! Verweisquelle konnte nicht gefunden werden. 

Finishing ScriptRunner configuration 

 Create a member account under Credentials 
 Transfer data from the MS Graph target to the MS Teams target 
 In the Credential field, select the Azure account 
 Perform connection test 
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10 Possible error sources 
This chapter describes possible error sources and their solutions. 

10.1 Conditional Access 

Make sure that there are no rules in Conditional Access that restrict access.

 
Figure 23: Potential restrictions through conditional access policies 

You can check whether such a rule actually blocks access using Monitoring > Sign-in logs. 
Use the wizard to recreate the error in question. 

 
Figure 24: Sign-in logs in the Azure Portal 
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10.2 Problems with the login 

Use the connection test in the target configuration to troubleshoot certificate problems. In all 
cases, the error messages indicate the problem. Common error sources are: 

 The relevant PowerShell modules are missing 
 The certificate thumbprint is not correct 
 The tenant ID or application ID is incorrect 

The error message is displayed in the upper area. 

 
Figure 25: Error message in ScriptRunner portal - invalid tenant ID 
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11 Notes and references 

11.1 Notes 

The following Microsoft Azure users were used in this tutorial: 

 mg@devhead.onmicrosoft.com -> Tenant / global administrator 
 mgmini@devhead.onmicrosoft.com -> Simple user account in the tenant 

Tenant information, tenant ID, application ID, and certificate thumbprints have been blurred. 

11.2 References 

Microsoft Teams - ROPC Login: 

https://docs.microsoft.com/de-de/azure/active-directory/develop/v2-oauth-ropc 

Github Office_Docs: 

https://github.com/MicrosoftDocs/office-docs-powershell/blob/main/teams/teams-
ps/teams/Connect-MicrosoftTeams.md 


